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Foreign Adversaries and Unmanned 
Aircraft Systems
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Skydio builds intelligent flying 
machines for Public Safety, 
Infrastructure, Utilities, and 
Defense

● Largest drone manufacturer in the U.S.

● First US dronemaker valued over $2B. 
○ Over 40,000 units shipped
○ Over $600M raised
○ Over 600 employees
○ Strategic investors include 

Andreessen Horowitz and Nvidia



HOW IT 
STARTED 

HOW IT’S GOING
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FBI and Department of Homeland 
Security Alert on Chinese Drones

The Cybersecurity and Infrastructure Security 
Agency (CISA) released a report on Chinese 
drone risks to critical infrastructure, especially:

● Exposing IP to Chinese companies

● Providing enhanced details of critical 
infrastructure operations and vulnerabilities

● Compromising cybersecurity and physical 
security controls

● Exposing network access details that 
enhance China's ability to conduct cyber-
attacks.

KEY QUOTES

"CISA and the FBI encourage US critical 
infrastructure owners and operators to procure 
UAS that follow secure-by-design principles, 
including those manufactured by US 
companies."

"The PRC’s collection of sensitive information 
and potential network access obtained from 
Chinese-manufactured UAS may result in 
significant consequences to critical 
infrastructure security and resilience."

https://www.cisa.gov/sites/default/files/2024-01/Cybersecurity%20Guidance%20Chinese-Manufactured%20UAS.pdf
https://www.cisa.gov/resources-tools/resources/cybersecurity-guidance-chinese-manufactured-uas
https://www.cisa.gov/sites/default/files/2024-01/Cybersecurity%20Guidance%20Chinese-Manufactured%20UAS.pdf




Foreign Adversary Geopolitical Tensions 

2019 2020 2023

“Autel is...a subsidiary of 
Chinese company 

Shenzhen Daotong 
Intelligent Aviation”

2022 2023

Congress bans 
DOD from using 
drones made by 
PRC companies

DJI Added to 
the US Entity List 
for supporting 
China’s human 
rights abuses

DOD publicly 
affirms risk of DJI &
Dept. of Treasury 
adds DJI to 
investment ban list

Florida enacts 
SB44

Congress bans 
Coast Guard from 
using PRC drones 
& DOD ban 
expanded to ALL 
contractors 

DOD officially lists 
DJI as a “Chinese 
Military Company” 

Congress enacts 
American Security 
Drone Act

AR, FL, HI, MS, NV, 
TN, and Texas 
procurement bans 
take effect

FBI and US Dept of 
Homeland Security 
issue warning on 
the significant 
risks associated 
with Chinese drone 
use

20202020 2021 2022 2022 2023 2024
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Federal Legislation 
● National Defense Authorization 

Act
○ Section 848 - FY 2020

■ Prohibits drones or 
specific components 
made in China
● Gimbal, radio, 

controller, etc
○ Section 817 - FY 2023

■ Expands prohibition to 
defense contractors

○ Sections 1821 - 1832 FY 2024
American Security Drone Act

https://www.congress.gov/116/plaws/publ92/PLAW-116publ92.pdf
https://www.govinfo.gov/content/pkg/PLAW-117publ263/pdf/PLAW-117publ263.pdf
https://armedservices.house.gov/sites/republicans.armedservices.house.gov/files/FY24%20NDAA%20Conference%20Report%20-%20%20FINAL.pdf
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American Security Drone Act Of 2023

● What you need to know
a. Federal Procurement -

IMMEDIATE prohibition 
b. Federal Operation -

2 year transition
c. Federal Grants/Contracts - 2 

year transition
■ Includes use of Chinese 

drones “in connection 
with” other federal funds

d. Waivers and Exemptions
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State Legislation

CY 2023 (Enacted)
Arkansas
Florida
Hawaii (some)
Indiana
Mississippi
Nevada
Tennessee 
Texas (EO)

CY 2024 (Introduced)
Arizona
Georgia
Illinois
Iowa
Missouri
Oklahoma
Utah
Washington
West Virginia
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Skydio For All
Inspire. Support. Empower

Commitment to Community



Areas of Impact

012

● Youth STEM Education
● Cultural & Historical 

Preservation

● Wildlife Conservation

● Veteran Support

● Humanitarian Crises

Skydio Property & Confidential



Workforce of 
the Future

Teach Responsible Use

Create Hands-on Experiences

Inspire Future Generation by 
Increasing Accessibility

Skydio Property & Confidential

SMART Community STEM Camp
University of Mary Washington 



www.skydio.com

© 2023 Skydio, Inc. Proprietary & Confidential.

Questions?


